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ARP in IPv4
What is ARP

Address Resolution Protocol. This 
protocol is used to map an IP address to 
a physical machine address (or MAC 
address)
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ARP Vulnerabilities
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ARPsec
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More About TPM

Trusted Platform Model is a cryptographic 
chip embedded in motherboards.  
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NDP in IPv6
What is Neighbor Discovery

The function of Neighbor Discovery (ND) is 
for a host to learn the IPv6 addresses of its 
neighbors.
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NDP in IPv6

Neighbor Discovery Protocol maintains the 
same basic principles of ARP in IPv4, but has 
some important modifications.

ND is a messaging protocol. It is a group of 
activities that are performed through the 
exchange of messages.
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How NDP Is Used
Used by nodes to:
resolve the link-layer address of a 
neighboring node to which an IPv6 
packet is being forwarded.

determine when the link-layer address of 
a neighboring node has been changed

determine whether a neighbor is still 
reachable
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Used by hosts to:
discover neighboring routes

auto configure addresses, address 
prefixes, routes, and other configuration 
parameters
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Used by routers to:
advertise their presence, host configuration 
parameters, routes, and on-link prefixes
inform hosts of a better next-hop address to 
forward packets for a specific destination
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NDP Messages
There are five different ND messages:

Router Solicitation
Router Advertisement
Neighbor Solicitation
Neighbor Advertisement
Redirect
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NDP Messages
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NDP Vulnerability
Just like in ARP, NDP is also vulnerable to 
attacks.  
NDP's Neighbor Solicitation / 
Advertisement can be spoofed.
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SEND
Send uses the cryptographic hash of a 
public key and auxiliary parameters to 
generate CGAs.
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Process

Edit source code of ndisc.c to include a new 
struct for neighbor advertisement and neighbor 
solicitation messages.

Compile and build stable kernel (with new 
features)
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ndisc.c
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NDprotector
When a Neighbor Discovery message 
(ICMPv6 packet) is received or emitted by 
an interface, a hook set by ip6tables redirect 
the packet to the userspace.
 
This extraction is performed by the 
libnetfilter_queue.
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NDprotector

Scapy6 dissects each intercepted messages 
Each assigned address is bound to a Public 
Key/Private Key
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Process cont.
Create a local ipv6 network

Install Ndprotector

Generate public and private keys using 
openssl

Edit host configuration file to replace key 
paths
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Process cont.

Test ping6 with Ndprotector running

Use wireshark, to determine message type
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Wireshark
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What's Next?

Continue to debug Ndprotector

Work on ARPsec daemon to implement IPv6 
functionality without messing up the already 
configured Ipv4 implementation
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