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Abstract

The growth of Near Field Communication (NFC) equipped 
smart phones suggests that contactless mobile payment 
systems will be widely used in the near future. Such phones 
would replace conventional debit or credit cards, and can 
even function as point of sale (POS) terminals.

NFC is  a wireless technology built around the concept of 
inductive coupling between a proximity coupling device   
(PCD), such as a phone, and a proximity integrated circuit 
card (PICC). Range is typically 4cm. Security for bank cards 
is handled by the Europay, Mastercard and Visa (EMV) 
protocol.

This research examines the security features implemented by 
bank PICCs, how much private information can be retrieved 
from them, and how those properties might be exploited.

Research Objectives

Our objective was to examine the security features 
implemented by bank PICCs.  We worked to:
• Determine which security features are implemented by 

bank PICCs.
• Help design elements of a survey with the purpose of 

collecting information about bank PICCs in use.
• Explore ways in which an attacker might compromise a 

wireless transaction or PICC.
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Future Work

• Enable card emulation on the Nexus S.
• Complete the relay system and study its 

efficacy.
• Design a kiosk for the information-

gathering survey.
• Analyze the information from the survey 

with a focus on how much personal 
information cards readily gave up.
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Progress and Results

We implemented the EMV 
protocol used by bank smart cards 
and POS terminals on the Android 
platform. By making the phone 
emulate a terminal, we can 
retrieve all static, non-secret 
information on a credit or debit 
PICC such as the cardholder’s 
name and the expiration date.

We also created software to allow 
an Android phone to forward traffic 
between an NFC device and the 
Internet, creating an IP tunnel. 
Combined with card emulation, it 
would be possible to perform a 
relay attack between a victim’s 
PICC and a POS terminal that 
could be very far away.
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The PCD 
pushes a 

command. The PICC 
calculates a 
response.


	Slide 1

