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Data Storage – design, implement, and deploy 

BGPmon Archive Client that permanently stores BGPmon 

XML output. 

 
Performance Analysis – deploy more 

sophisticated statistics web client that focuses on 

measuring BGPmon performance. 
 

Code Maintenance – port code to object-oriented 

style to decrease time spent on system testing. 
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Merging Collector with 

Existing Collectors 

Testbed Setup 

Scalability – connect to a high number of peers; 

increases volume of monitored data. 

Delivery of Data – data must be delivered in real-time; 

increases usefulness of monitored data. 

Robustness – errors in incoming data, such as 

incomplete messages, must be handled; increases system 

reliability while processing monitored data. 

BGPmon Input and Output 

Society relies on the Internet for communication, 

business, and entertainment. However, there are 

issues with reachability within the Internet, e.g., when 

one Internet subset suddenly cannot reach another 

subset. Such issues can arise from malicious attacks 

or misconfigurations. Detecting these problems is the 

first step to combating large-scale unreachable 

Internet space.  

 

A solution to detection is BGPmon - an Internet routing 

monitoring system that enables researchers and 

operators to monitor routing issues on the global scale 

and in real-time. Previous work is expanded by 

increasing BGPmon robustness when handling corrupt 

input. 

BGPmon is a Border Gateway Protocol Monitoring 

System. The Border Gateway Protocol (BGP) dictates 

how all Internet traffic is routed around the world.  

 

BGPmon provides a first-line defense against 

worldwide Internet outages such as the April 8, 2010 

China Telecom prefix hijack incident.  

         WHAT IS BGPmon? 

Goal: 

resemble heavy-load 

bgpdata environment 

Web client output aids in analysis of BGPmon testing. 

Statistics Client Output 

Outcome of Testing 

Using 5-minute MRT input file led to identification 

of corrupted MRT messages in this file.  

 

Implementing incoming corrupt message 

handling increased average BGPmon up-time 

from a few minutes to more than several weeks.  
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       GET BGPmon 

Download: 

http://bgpmon.netsec.colostate.edu/index.php/download 

 

Documentation: 

http://bgpmon.netsec.colostate.edu/index.php/documentation 

 

Web Client Live Data: 

http://bgpmon.netsec.colostate.edu/index.php/live-data 


